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Patrol Response to Internet Crime 
DATE:  October 13, 2017                  Registration Ends: September 28, 2017    

TIME:  8:00 AM—4:00 PM          8 Hours 

LOCATION:  Sauk Valley Community College, Computer lab (room 2F05), 173 IL Route 2, Dixon 

INSTRUCTOR:  Detective Rich Wistocki, Naperville Police Department 

This training will benefit police officers, probation officers, and prosecutors. 

Instructional Goal: The decisions made by the first responder can either make or break a sometimes-

sensitive internet/digital investigation. This class will address the patrol response which is crucial in the 

handling of complaints and investigations related to internet based crimes, i.e. Fraud, Sexting, 

Cyberbullying, Sex Predators, Stalking etc. 

Instructional Objectives: Upon completion of the training exercises, participants will: 

•    Obtain the basic overview of Craigslist, EBay, Facebook, Form Spring, Various email services, Google, 

YouTube and Match.com. 

•    To search a live hard drive for evidence (pictures and videos). 

•    How to detect if software based key logging software is attached to the computer. 

•    Obtain crucial information in Internet/Computer Fraud Cases. 

•    Understand how to obtain IP’s, screen names, email headers, Social Networks 

•     user I.D. Banking information and Cell Phone data for the initial report. 

•    Various laws concerning Internet Crime such as Computer Tampering, Stalking, Computer Fraud, 

Identity Theft, Harassment through Electronic Communication, Sexting, Indecent Solicitation of a Child, 

Sexual Exploitation of a Child and Child Pornography. 

•    Overview of computer and cell phone forensics and when it is appropriate to seize these items from a 

victim or a suspect to be analyzed. 

•    The differences in charging Harassment through Electronic Communication and Cyber-Stalking. 

•    Procedures involved in obtaining a Stalking No Contact Civil Order of Protection. 

Participants need to bring a Flash/Thumb Drive to download resource materials during class 

 
Partial funding provided by Illinois Law Enforcement Training and Standards Board and MTU#1’s request for certification of this 

course has been approved by the Illinois Law Enforcement Training and Standards Board 

 
REGISTRATION:  
All registrations are received on the MTU#1 website  Find Registration instructions here  
 

THIS IS NOT A PUBLIC MEETING 
 

http://www.mtu1.com/
http://mtu1.com/page/15/training-calendar
http://mtu1.com/page/5820/registration---how-to
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The course will be conducted by Detective Rich Wistocki of the Naperville Police Department.  Rich has served 
as an Internet Crimes Investigator for over 20 years.  His program will benefit police officers, probation 
officers, and prosecutors.  

 

 

 

 

 
 

 

  

 

 

ROOM 2F05-Enter west mall entrance and 

turn left. Classroom is at top of stairs on left 
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This class has been submitted to ILETSB for approval in meeting mandatory training for:  
Mandated Annually  

☒  Law Updates     ☐  Use of Force (must include scenario based or similar approved 

 
Mandated once every 3 years (begin 1/1/16) 

☒ Civil Rights    ☒  Constitutional and proper use of law enforcement authority 
☐ Cultural competency  ☐  Procedural Justice                 ☐ Human Rights 
 
Mandated once every 3 years (begin 1/1/17 all/ within 2 yrs. for investigators) 

☐ Trauma Informed Response & Investigation of Sexual Assault & Abuse 
 
Mandated once every 3 years (begin?) 

☐ Mental Health Awareness  

 
Mandated 32 hours every four years after initial training 

☒ Lead Homicide Investigator training 


